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BACKGROUND 

 INCREASE OF CONNECTED DEVICES WHICH RESULT HIGH CHANCES OF 
CYBER ATTACKS. 

 USE A DEVICE THAT IS PORTABLE AND REQUIRE SMALL POWER TO RETRIVE 
SOFTWARE AND HARDWARE INFORMATION AND PENETRATE WI-FI. 

 OBJECTIVE OF THE PROJECT IS TO USE SMALL DEVICES SUCH AS 
RASPBERRY PI TO HACK  

 EDUCATE WI-FI OWNERS AND CAMPUS HOW TO PREVENT BEING VICTIMS 
OF CYBER ATTACKS. 



IMPLEMENTATION 
 

SOFTWARE AND HARDWARE 

 RASPBERRY PI MODEL B+ RUNNING KALI LINUX OPERATING SYSTEM. 

 PREFERRED LANGUAGE PYTHON. 

 MOST USED LANGUAGED FOR SYSTEM VULNERABILITY. 

 REPLACED TOOLS CRUNCH, NMAP AND AIREPLAY-NG. 

 LIBRARIES AND PYTHON MODULES USED INCLUDE MODULE WIFI AND 
CELL, REQUEST AND SCAPY. 

 

 

 



IMPLEMENTATION 
 

FUNCTIONS 

 CONTAIN MULTIPLE PYTHON SCRIPTS 

 RUN ALL OF THEM SIMULTANEOUSLY 

 CHANGES MADE FROM PREVIOUS CONVERTED TOOLS FROM KALI LINUX. 

 ADDED NEW PYTHON SCRIPTS TO SCAN WFI NETWORKS AVAILABLE, 
CONVERT MAC ADDRESSES, GENERATE WORDLIST AND PACKET SNIFFING 
SCRIPT.  



IMPLEMENTATION 
 

TESTING 

 SCAN AVAILABLE WIFI AND RETRIEVE INFORMATION, SAVE ALL 
INFORMATION IN A CSV FILE. 

 READ AND CONVERT FROM THE CSV FILE. 

 INCREASE DIFFICULTY OF PASSWORD BY USING NUMBERS AND 
ALPHABETIC CHARACTERS E.G. “3687GHD”. 
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PLAN FOR TERM 4 

 GENERATE WORDLIST WITH NUMBER, ALPHABETIC CHARACTERS AND 
SPECIAL CHARACTERS. 

 TEST WITHIN THE BUILDING. 

 THEN AROUND CAMPUS. 

 MINIMIZE NUMBER OF PYTHON SCRIPTS BEING USED AND DECREASE TIME 
TAKEN TO PENETRATE WIFI. 



 

 

 

 

THANK YOU! 


